
The Good, The Bad  

and The Ugly about Cloud 

Services 
 
Cloud Services are any services that are 

conducted over the Internet and based in a 

remote Data Center. 

 

Before Cloud Services we had local networks with local storage and backup that had to be physically 

taken off-site.  Each business had a set of decisions to make about their local environment and their 

needs.   

 

With Cloud Services you still have local workstations.  You may or may not have a local server and 

most of what you work on, your mission critical data, may be in the cloud.  You may back up local 

machines and servers to the Cloud, so the human element is no longer a factor.   

 

Your downtime is effected the same with cloud as with servers, the only difference is there are MANY 

more points of failure with cloud than with local servers.  BUT, in most cases those points of failure 

are now highly redundant.  You have everything you had before on your network that could go down, 

like switches and workstations, but now you add your Internet connection and Data Center 

infrastructure.  You still have servers, but now instead of just one Server there’s a good chance that 

there are multiple servers at different data centers.  So if one fails, another takes over. 

 

Most businesses push the envelope on when they replace equipment.  The generally accepted length 

of time to keep critical equipment in service is 3 years.  Most of our customers keep their servers 5 

to 7 years; BUT Data Centers can’t do that responsibly.  They have to do their due diligence, so every 

3 years they swap out servers and all other equipment.  This is expensive, but ensures that the 

equipment is reliable. 

 

Because it is more expensive to house servers in a Data Center with fail-over than it is to house them 

on-site, Cloud solutions are inherently more expensive.  But, as with Insurance, the more users there 

are of Cloud Services the more efficient it can be and more cost effective.    

 

There are many ways to “go to the cloud”.  You can move all your existing server applications and 

storage to the cloud and access it via remote workstations, where either you own the equipment at a 

Data Center or you rent as with Amazon Cloud or Microsoft Azure.  The most popular cloud service is 

renting a single application from a vendor’s cloud.   

 

Going with a vendor’s cloud is something you need to be careful with.  Many small vendors set up 

cloud solutions and are very successful, but sell the company and the customers are forced to move 

to a different solution.  Worst is when a vendor is poorly managed and goes out of business or their 

assets are seized by the IRS leaving customers without a remedy. 

 

Insurance companies haven’t been clear as to their opinions of cloud solutions.  Any business that has 
critical software running their company in the cloud and finds the software unavailable for a few days 
would be seriously impacted with little to no control over the resolution.  Consequently, they may be 
paying substantially higher insurance rates than a company that owns the software and runs it in-house.  
 
 
 


